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METHOD AND APPARATUS FOR PROCESSING SERVICES IN A 
COMMUNICATIONS SYSTEM 



10 Technical Field of the Invention 

The present invention relates generally to communication 
systems and more particularly to processing services within such 
communication systems. 
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Background of the Invention 



Communication systems are known to include a plurality of 
communication devices that communicate with each other via 

20 supporting infrastructure. Each communication device has an 
individual access code that distinguishes it from other 
communication devices. Based on the individual access code, the 
supporting infrastructure can individually process individual 
service requests for a communication device. In a typical 

25 wireless communication system, a communication device can 
request a plurality of services that include cellular telephony 
services (e.g., one-to-one communications, call waiting, call 
forwarding, three-way calling, etc.), and land mobile 
communication services (e.g., one to many communications, a 

30 dispatcher communicating with an individual communication 
device and/or a group of communication devices). 
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In a typical wireless communication system, a 
communication device (or subscriber unit) is a cellular telephone, 
mobile radio, portable radio, personal digital assistance ("PDA"), 
a personal computer equipped with a wireless modem, a device 
5 that transceives data via a wireless communication path, or any 
combination thereof. The supporting infrastructure includes a 
plurality of base stations, groups of which are coupled to a base 
station controller. Groups of base station controllers are coupled 
to service processors, which are coupled to a public switched 
10 telephone network ("PSTN"). The service processors may be 

mobile switching centers, dispatch service processors, or mobile 
_ data gateways. When communication devices are located in a 

% communication area that includes a mobile switching center, a 

□ dispatch service processor, and/or a mobile data gateway, the 
J is communication devices have access to group communication 

n services, private communication services, telephony services, 

dispatch services, and/or data transfer services. 
" : To access these services, a communication device 

□ transmits an inbound signaling word ("ISW"), where the ISW 

T, 20 includes the communication device's individual access code and 

y 

S an indication of the particular service being requested. The 

5 requested service is routed to the appropriate service provider. 

~ The service provider processes the request based on locally 

stored service processing software. Once the service is 
25 processed, the requesting communication device is provided with 
the service. With this centralized approach to service 
processing, a plurality of communication devices can access only 
the services offered in a given communication area, even if the 
communication devices are capable of accessing more services. 
30 In addition, centralized service processing provides the same 
services, in the same manner to the communication devices. 
Thus, it does not allow communication devices to have the 




services processed for them in a customized manner. If 
customizations were allowed, the centralized service processor 
would have to include additional memory and processing 
capabilities to process the customized service requests. 

In computer networks, and through the Internet, computers 
may download a portion of a computer application. With 
downloaded application, a computer user may customize the 
application. For example in Java applications, computer users are 
allowed to download portions of applications to their computers 
and then customize from there. While this approach provides 
added flexibility to end-users, it is still a centralized approach 
to service processing and is generally not application to 
communication systems since communication device users do not 
want to program their devices each time they request a service. 

Therefore, a need exists for a method and apparatus that 
decentralizes processing of service requests in communications 
systems and allows users to customize their service requests. 

Brief Description of the Drawings 

FIG. 1 illustrates a schematic block diagram of a 
communication system in accordance with the present invention; 

FIG. 2 illustrates a schematic block diagram of a subscriber 

unit and service processor in accordance with the present 
invention; 

FIG. 3 illustrates a schematic block diagram of an alternate 

subscriber unit and alternate service processor in accordance 
with the present invention; 
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FIG. 4 illustrates a logic diagram of a method for 
decentralized processing of service requests in accordance with 
the present invention; and 

5 FIG. 5 illustrates a logic diagram of an alternate method for 

decentralized processing of service requests. 

Description of a Preferred Embodiment 

io Generally, the present invention provides a method and 

apparatus for decentralized processing of communication 
services. This is accomplished by determining whether a service 
provider is capable of supporting at least one service for one of a 
plurality of subscriber units. Such a determination is based on 

is whether the service provider has sufficient processing 
capabilities and memory to receive the service processing 
software from the subscriber unit and/or whether the service 
provider is authorized, based on communication system policies 
to process the particular service request for this subscriber. If 

20 the service provider is capable, the subscriber unit provides 

service processing logic (e.g., the service processing application 
and/or user customization software) to the service provider. Upon 
receiving the service processing logic, the service provider 
stores it and eventually executes it to process the requested 

25 service for the subscriber units. With such a method and 
apparatus, communication services may be processed in a 
decentralized manner. By decentralizing the processing of 
services in this manner, subscriber units are given more 
flexibility as to the customizations of these services they access 

30 and substantially eliminates a roaming subscriber being denied 
service processing because the roamed into communication area 
does not currently support the requested service. 
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The present invention can be more fully described with 
reference to FIGS. 1-5. FIG. 1 illustrates a schematic block 
diagram of a communication environment 10 that includes a 
plurality of communication system 12 and 14, a plurality of IP 
5 routers, 16-22, a public switched telephone network ("PSTN") 26 
and a PSTN switch 24. The IP (Internet Protocol) routers 16-22 
allow communication devices, communication entities, or any 
other device that contains an IP address, to communicate via the 
Internet and/or the PSTN. 
10 Communication system 12 is shown to include a plurality of 

subscriber units 30-36 that are directly coupled 38 to a service 
provider 28. Each of the subscriber units 30 may be personal 
computers, workstations, laptop computers, or any other device 
that directly couples (or indirectly couples via a local area 
is network) to a service provider. The service provider 28 may be a 
computer or workstation that functions as a service provider. To 
function as a service provider, the workstation or computer, 
includes a processing unit, such as a central processing unit, 
microprocessor, micro-controller, etc., that executes 
20 ^programming instructions. The programming instructions, which 
constitute a_ service application, may be downloaded from the 
subscriber units and stored within the service provider. The 
manner in which the service application is stored is based on 
i commands provided by the subscriber unit, and/or established by 
25 I storage parameters that are derived from the communication 
^system's policies. The storage parameters and subscriber 
commands will be discussed with reference to Figures 2 — 5. Note 
that the service provider 28 may be capable of processing only a 
single service request at a time or it may be capable of 
30 processing a multitude of service requests at a time. 

The service provider 28 is coupled to IP router 16, such that 
the service provider acts as a gateway for the subscriber units to 
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other communication systems (e.g., communication system 14), to 
other entities coupled to IP routers (e.g., content providers 
databases, etc.), and to the public switch telephone network 26. 
As such, the subscriber units 30 - 36, via the service provider 28, 
5 can communicate with any other subscriber or entity coupled to 
the communication environment 10. 

Communication system 14 includes a plurality of wireless 
subscriber units 42-46 that communicate over RF (radio 
frequency) communication paths 48 to a service provider 40. The 
10 subscriber unit 42-46 may be land mobile communication devices, 
mobile radios, portable radios, cellular telephones, computers 
equipped with a wireless modem, and/or a device that processes 
digital information and includes a wireless receiver and/or 
transmitter. The service provider 40 includes an RF transmitter 
15 and/or receiver such that it may communicate with the plurality 
of wireless subscriber units 42 - 46. In addition, the service 
>rovider 40 includes a computing device and memory. The ^ 
U computing device allows the service provider to obtain software 
l\ applications from the subscriber units, store them in the memory, 
20 Uand subsequently execute the requested services for at least one 
|Lof the plurality of subscriber units. As with service provider 28, 
service provider 40 may be a computer that processes a single 
service request at a time or hundreds of service requests at a 
time. Note that service provider 28 and 40 may each be 
25 comprised of a plurality of computing devices, where each of the 
computing devices is coupled to an independent IP router or to the 
same IP router. 

FIG. 2 illustrates a schematic block diagram of subscribers 
30-36 and 42-46 and a schematic block diagram of service 
30 providers 28 and 40. Each of the subscriber units, even though 
they transfer data via different mediums (i.e., RF and direct 
connect), includes a processing unit 52 and memory 50 to process 
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the aspects of the present invention. The processing unit 52 may 
be a microprocessor, microcontroller, digital signal processor, 
central processing unit, microcomputer, and/or any device that 
manipulates digital information based on programming 

5 instructions. The memory 50 may be a read-only memory, random 
access memory, floppy disk memory, hard disk memory, CD ROM 
memory, DVD memory, and/or any other device that stores digital 
information in a retrievable -manner. 

Memory 50 stores programming instructions that, when read 

10 by the processing unit 52, causes the processing unit 52 to 
function as a plurality of circuits 54-58. When the processing 
unit 52 is reading the programming instructions, it functions as a 
circuit 54 for determining the service provider's capabilities. If, 
as circuit 54, the processing unit 52 determines that the service 

15 provider is capable of handling a particular service processing 
logic for the subscriber unit, the processing unit 52 then reads 
programming instructions that cause it to function as circuit 56. 
As circuit 56, the processing unit 52 modifies service processing 
logic at the service provider. The service processing logic is 

20 stored in memory 50 and may include the entire software 
application to process a particular service and/or customize 
custom user parameters. The processing unit then functions as 
circuit 58 to request processing of the particular service. The 
functionality of the processing unit, while executing the 

25 programming instructions stored in memory 50, will be discussed 
in greater detail with reference to FIGS. 4 and 5. 

The service provider 28, 40 includes a processing unit 62 
and memory 60. The processing unit 62 may be a microcontroller, 
microprocessor, digital signal processor, microcomputer, central 

30 processing unit and/or any device that manipulates digital 

information based on programming instructions. The memory 60 
may be random access memory, magnetic tape memory, floppy 
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disk memory, hard drive memory, DVD memory, CD memory, 
and/or any other device that stores digital information in a 
retrievable fashion. 

The memory 60 stores programming instructions that, when 
5 read by the processing unit 62, causes the processing unit to 
function as a plurality of circuits 64-68. When the processing 
unit 62 is reading the programming instructions, it functions as 
circuit 64 such that it participates in a determination of the 
service provider's capabilities. Such capabilities will be 

10 subsequently described with reference to FIGS. 4 and 5. Having 
determined the service provider's capability, the processing unit 
62 reads programming instructions that cause it to function as 
circuit 66. As circuit 66, the processing unit 62 receives the 
service processing logic and subsequently stores it in memory 60. 

15 Having done this, the processing unit 62 then functions as circuit 
68 to execute the servicing processing logic and to provide the 
service upon request of the subscriber unit. Circuit 68 further 
causes the service processing logic to be maintained in memory, 
determines who can access the particular service, and determines 

20 how long it should be maintained. The functionality of the service 
provider while executing these programming instructions will be 
discussed in greater detail with reference to FIGS. 4 and 5. 

FIG. 3 illustrates an alternate schematic block diagram of 
subscriber's 30-36 and 42-46 and the service providers 28 and 

25 40. The subscriber units 30-36 and 42-46 include the processing 
unit 52 and memory 50. The memory, however, stores different 
programming instructions that cause the processing unit to 
function as circuit 70 and 72. When the processing unit 52 is 
reading the programming instructions, it functions as circuit 70 

30 to provide service processing logic to the service provider. The 
processing unit 52 then functions as circuit 72 to request the 
processing of the particular service. 
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The service providers 28, 40 include the processing unit 62 
and memory 60. Memory 60 includes programming instructions 
that cause the processing unit 62 to function as circuit 74 and 
76. While functioning as circuit 74, the processing unit 62 

5 receives the service processing logic from the subscriber unit. 
Upon receiving this information, the processing unit causes the 
service processing logic to be stored in memory 60. The 
processing unit further causes the service processing logic to be 
maintained in memory, determines who can access the particular 

10 service, and determines how long it should be maintained. Next, 
the processing unit functions as circuit 76 to receive a request 
for processing at least one service and to execute the service 
processing logic to fulfill the service request. 

FIG. 4 illustrates a logic diagram of a method for 

is decentralized processing of service requests in a communication 
system. The process begins at step 80 where a determination is 
made as to whether the service provider is capable of supporting 
at least one service for a requesting one of a plurality of 
subscriber units. The determination may be done at service 

20 registration and/or at service invocation. If done at service 
registration, the service provider and/or the subscriber unit 
determines whether the service provider is capable of supporting 
the subscriber's services whe n the subs,crlb.er_unit re gisters^with 
t he service^ provider. If the determination is done at service 

25 invocation, the subscriber unit and/or service processor 

determines whether the service provider is capable of supporting 
the requested service when the servi ce is Requested. 

As mentioned, the subscriber and/or the service provider 
may determine the service provider's capabilities. For example, 

30 the service provider provides an indication of its capabilities to 
the requesting subscriber unit at service registration or service 
invocation. The indication of capabilities would indicate which 
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services the service provider can support, processing 
capabilities, and/or communication system policy restrictions. 
Such services include, but are not limited to, cellular telephony 
services, group communications, group dispatch, data packet 
communications, and/or digital and/or analog communication 
supporting infrastructure. As such, a service provider may be 
incapable of providing digital services for a subscriber unit when 
it is only capable of providing analog services. The processing 
capabilities would indicate the type of device that processes the 
downloaded software applications (e.g., a 200 MHz 
microprocessor), memory capabilities, and/or available memory 
and processing. The communication system policy restrictions 
would include service processing prioritization (e.g., emergency 
calls are processed first, short messages are processed first, 
etc.) and/or subscriber access restrictions (e.g., a subscriber is 
not authorized to access a particular service). The subscriber 
unit, upon receiving the indication of capabilities, determines the 
service provider's capabilities. 

As an alternate method for determining the service 
provider's capabilities, the subscriber unit may send the service 
provider an indication of its service requirements. Such service 
requirements may include, but are not limited to, cellular 
telephony, land/mobile communications, data packet 
transmissions, and dispatch services. Upon receiving the 
indication of service requirements, the service provider 
determines whether it is capable of supporting the services. If 
the service provider is not capable of supporting all of the 
services, it replies to the subscriber unit indicating the services 
it is capable of supporting or the services it cannot support. 

The determination of the service provider's capabilities 
may further include verifying that the service provider is an 
authentic service provider. This can be done by reviewing the 
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communication system policies to verify that the service 
provider has been identified as an authentic service provider. 
Alternatively, the service provider may include security access 
parameters, such as public key, that a subscriber uses to verify 
the authenticity of the service provider. 

Itf, at step 80, the service provider is not capable of 
supporang the requested service, the process proceeds to step $$2* 
where trhe process is complete for this particular service request. 
Note thakthe process of FIG. 4 is performed continually for each 
service reViest provided by each subscriber unit. As such, the 
service prcwider may be simultaneously executing the steps of 
FIG. 4 for ^plurality of subscriber units each requesting a 
different ser\ice. 

If the service provider is capable of supporting the 
requested service, the process proceeds to step 82, where the 
subs criber unit provides ^iyjcj9_pr-ocB.sjs.ingJogjc to the service 
provkiex._ If the service provider includes a service application, 
the service processing logic includes only custom user 
parameters, which modify the service application to meet 
customization requirements of the subscriber unit. As such, a 
user is provided with much greater flexibility to individualize the 
processing of its service requests. If, however, the service 
provider does not include the service application, the subscriber 
unit provides the service application and the custom user 
parameters as the service processing logic. By having the 
subscriber provide the service processing logic, a subscriber can 
access its services within any communication area with which it 
is affiliated and the subscriber is not restricted to accessing 
only the services provided by the communication area. 

The subscriber unit may provide the service processing 
logic at service registration or service invocation. Note that the 
service processing logic may include maintenance duration, inter- 
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working information, home location information, or a plurality of 
disposition commands. The maintenance duration information 
includes either a minimum time that the service provider is to 
maintain the service processing logic or a maximum time for 
5 maintaining the service processing logic. The inter-working 

information indicates to the service provider how to interconnect 
with other entities within the communication environment. For 
example, if the subscriber uses a particular long distance carrier, 
Internet provider, etc., the inter-working information would 
10 include this information. The inter-working information may also 
indicate which IP routers are to be used to process the service 
request. The home location information includes the subscriber 
unit's ID, the subscriber unit's services that it has subscribed to, 
and may also include similar information for other subscribers. 
15 Having provided the service processing logic to the service 

provider, the process proceeds to step 84. At step 84, a 
determination is made as to whether the subscriber unit has 
requested the at least one service. If so, the process proceeds to 
step 86 where the service provider executes the service 
20 processing logic to provide the at least one service for the 
subscriber. Note that the execution of the service processing 
logic would include verifying that the processing is done in 
accordance with any commands provided by the subscriber unit. 
If, however, the subscriber unit has not provided a request for the 
25 service, the process proceeds to step 88. 

A^step 88, a determination is made as to whether the 
subscriber unit has provided a command to the service provider, 
if so, the\process proceeds to step 90 where the service provider 
VprocessesXsubsequent service requests in accordance with the 
\o command. yThe command may indicate deletion parameters that 
inform the aervice provider on how to delete the service 
processing Iodic. As such the commands may have the service 
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provider erase the service processing logic from memory after a 
time out period, when the subscriber leaves the service area of 
the service provider, and/or when members of the subscriber's 
group leave the service area. The commands may also have the 
5 service provider delete the lowest priority services when 
processirra and memory availability of the service provider is 
exceededA The commands may further indicate that the service 
provider is\ to inactivate the service processing logic such that a 
sybsequenft command can re-activate the service processing logic. 
The commands may further indicate that the service processor is 
to process the service processing logic only for the subscriber 
unit that provided it. As an alternate command, the subscriber 
unit may indicate that the service processing logic may be 
processed for a group of subscribers that are associated with the 
15 providing subscriber unit. As yet another command, the subscriber 
unit may indicate that their is no restrictions on processing the 
service processing logic "such that the service provider may 
provide the senvice to any subscriber. As yet a still further 
command, the subscriber unit may identify particular other 
20 subscriber unitsuor whom the service provider may provide the 
service. By allowing the subscriber units to include these 
commands, subscribers have greater flexibility as to how their 
services are to be performed and what other subscriber units may 
access these sendees. 
25 Having processed the service in accordance with the 

command, the process proceeds to step 87, where a determination 
is made as to whether the service processing logic is still active. 
Recall that a command may instruct the service provider to 
maintain the service processing logic for a specific duration and 
30 may also instruct the service provider to provide the service only 
to the original subscriber unit, the subscriber unit's talk group, 
specific subscribers, and/or all subscribers. If the service 
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processing logic is still active, the process repeats, at step 84. If 
not, the process proceeds to step 92 where the processing of this 
particular request ends. 

If, at step 88, the subscriber unit has not provided a 
5 command, the process proceeds to step 94 where a determination 
is made as to whether the subscriber has left the service area of 
the service provider. If not, the process waits at step 84, 88 and 
94 for such an event to occur. If the subscriber has left the 
service area of the service provider, the process proceeds to step 
10 92. At step 92 the process ends for this particular request. Note 
that just because the subscriber has left the service area of the 
_ service provider, the service provider does not have to delete the 

service processing logic from its memory. Such would be 
o indicated in one of the commands provided to the service provider 

^ 15 by the subscriber or dictated by the communication system 
^~ policy. 

FIG. 5 illustrates a logic diagram of an alternate method for 
decentralized processing of services. The process begins at step 
100 where one of a plurality of subscriber units provides service 
20 processing logic to a service provider. The service processing 
logic includes at least one of a service application and custom 
user parameters. The service application is programming 
instructions that would be read and executed by the service 
provider to perform a particular service. The custom user 
25 parameters are customized programming instructions that alter 
the service application programming instructions to meet the 
particular subscriber's requirements. The process then proceeds 
to step 102 where the service provider maintains the service 
processing logic. Typically, the service provider will store the 
30 service processing logic in memory based on commands provided 
by the subscriber and/or communication system policies. 
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The process then proceeds to step 104 where a 
determination is made as to whether the subscriber has sent a 
service request to the service provider. If so, the process 
proceeds to step 112 where a determination is made as to 
5 whether the service provider is capable of processing the service 
requests. If yes, the process proceeds to step 114 where the 
service provider executes the service processing logic to provide 
the at least one service for the subscriber. 

If at step 104, it is determined that the subscriber has not 

10 sent a service request, the process proceeds to step 106. At step 
106, a determination is made as to whether the subscriber unit 
has sent a command to the service processor. If not, the process 
proceeds to step 107 where a determination is made as to 
whether the service processing logic is still active. If not, the 

15 process is done. If the service processing logic is still active, 
the process waits until either a service request or command has 
been sent. Once a command has been sent, the process proceeds 
to step 108. At step 108, a determination is made as to whether 
the subscriber is authorized to command disablement, or 

20 alteration of the service processing logic. If not, the command is 
not processed and the process reverts to step 107. If, however, 
the subscriber is authorized, as determined in accordance with 
communication system policies, the process proceeds to step 
110. 

25 At step 110, the service processing logic is disabled, or 

modified, in accordance with the command. In addition, the 
service provider may disable the service processing logic based 
on deletion parameters that are established in accordance with 
the communications system policies, which are established by a 

30 system administrator or policy authority administrator. The 

deletion parameters may indicate that service processing logic is 
to be deleted after a time-out period, is to be deleted in favor of 



